MpunokeHne N22. UHPoOpMaLMOHHAA NAaMATKA ANA 0byualoWmnXca ANa pasmelleHua Ha
oduumanbHbIX UHTEPHET-pecypcax

C KaXkapIM rogom MOJIOAEKM B UHTEPHETE CTAaHOBUTLCA H6ObLUE, @ LUKOIbHUKM O4HU U3 CaMblIX
aKTUBHbIX NO/ib30BaTeNel PyHeTa. Mexay Tem, MOMMUMO OFPOMHOTO KOJINYECTBa BO3MOXKHOCTEN,
WMHTEpPHET HeceT 1 Npobsiembl. ITa NamMATKa A0/KHa MOMOYb Tebe 6e30nacHO HaxoAUTbCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbIN BUPYC — 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbIX MPOTrPaMM, OTANYUTENLHOM
0COB6EHHOCTbIO KOTOPOW ABNAETCA CNOCOOHOCTL K Pa3MHOXKEHMIO.

B AONO/HEHWE K 3TOMY, BUPYCbl MOTYT MOBPEAUTb UM NOMHOCTbIO YHUUTOXNUTbL BCe $haiibl U AaHHble,
MOAKOHTPO/IbHbIE NO/1b30BaTeN0, OT UMEHM KOTOPOro 6blNa 3anyLleHa 3apakEéHHan nporpamma, a
TaK)Ke NoBpPeAUTb UM AarKe YHUUTOXKUTb OnepaLMoHHY0 CMCTeMy CO BceMu dalinamm B Lienom. B
60/bILIMHCTBE C/lyYaeB PacrnpoCTPaHAIOTCA BUPYChl Yepes UHTEPHET.

MeToabl 3aLUTbl OT BPEAOHOCHbIX NPOrpamm:

V|CI'IO/'Ib3yﬁ coBpeMeEHHbIe onepaunoHHble CUCTEMDI, UMerLne Cepbé3HbIV1 YPOBEHb 3allNTbl OT
BPEAOHOCHbIX NPpOorpamm;,;

MocTosAAHHO ycTaHaBAMBal nayt (UMdpPOoBbIe 3aMNaTKM, KOTOPblE aBTOMATUYECKM YCTaHABIMBAOTCA C
Lenblo AopabTKM Nporpammbl) U gpyrue o6HOBAEHUA CBOEM OnepaLMoHHOM cucTtemMbl. CKaumMBan mx
TO/IbKO C 0pULMaNbHOTO caiiTa paspaboTtumnka OC. Ecam cywiecTByeT pexxnm aBToMaTUYECKoro
06HOB/IEHMA, BK/IOYM €rO;

PaboTait Ha cBOEM KOMMblOTEpE Mo, npaBamu No/b3osaTens, a He aAMUHUCTPaTopPa. ITO He NO3BOAUT
60/1bLIMHCTBY BPEAOHOCHbIX NPOrpamMmm MHCTaNNMPOBATLCA Ha TBOEM NEPCOHaIbHOM KOMMbIOTEPE;

Ncnonb3yii aHTUBMPYCHbIE MPOrpamMmmMHble NPOAYKTbI U3BECTHbLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBNeHnem b6a3s;

OrpaHuub GU3NYECKUIA AOCTYN K KOMNbIOTEPY A8 NOCTOPOHHUX JNLL;

Mcnonb3yii BHELWHWE HocuTenn MHbOPMaLLMK, Takne Kak daeLlka, ANCK nan ¢ain ns MHTepHeTa, TONbKO
U3 npodepeHHbIX UCTOYHMKOB;

He oTKpbiBait KoMnbloTepHble $aiinbl, NOAYYEHHbIE U3 HEHAAEKHbBIX NCTOYHUKOB. [laxke Te dainbl,
KOTOpble NpMUCAan TBOM 3HAKOMbI. JlydLle yTOUHW Y HEro, OTNPaBAAA v OH Tebe ux.

Cetun WI-FI

Wi-Fi - 3To He BMA Nepeaayn AaHHbIX, He TEXHOOMMA, a BCEro nvib 6peHa, mapka. Ewe 8 1991 roay
HUAEepPNAHACKas KOMNaHuUA 3apernctpmposana bpeHa « WECA», uto 0603Ha4ano cioBocoYeTaHue
«Wireless Fidelity», KoTopblli NnepeBoaMTCA Kak «becnpoBoaHan TOYHOCTbY.

[lo Hawero BpemeHu aowna apyran abbpesmnatypa, KOTopas ABAAETCA TAKOM e TexHoAorMen. 3To
abb6pesunatypa «Wi-Fi». Takoe HasBaHMe 6bIN0 4aHO C HAMEKOM Ha CTaHAAPT BbICLIMIA 3BYKOBON TEXHUKM
Hi-Fi, 4uTo B NnepeBoAe 03HaYaeT «BbICOKAA TOYHOCTbY.



[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, OTEeNAX U a3ponopTax ABAAETCA OT/IMYHON BO3MOMKHOCTHIO
BbIXOAa B MHTepPHET. Ho MHOrMe 3KcnepTbl cyMTaloT, YTo 0bLeaocTynHble Wi-Fi ceTn He aBastoTcA
6e3onacHbIMN.

Cosertbl No 6e3onacHocTn pabote B obweaocTynHbix cetax Wi-fi:

He nepepnasait cBOKO NYHYIO MHPOpPMaLMIO Yepes oblieaocTynHble Wi-Fi ceTn. PaboTan B HUX,
KenateabHo He BBOAWTb NapOo/in A0CTyna, I0rMHbl U KakKne-To HomMmepa,

Ncnonb3yii 1 06HOBANA aHTUBUPYCHbIE NPOorpammbl U bpaHamayep. Tem cambim Tbl 06e3onacuLlb cebs
OT 3aKa4KM BMpPYCa Ha TBOE YCTPOMCTBO;

Mpu ncnonbzosaHmm Wi-Fi oTkntoum dyHKumto «06wmin goctyn K paiinam u npuHTepam». [JaHHas
dYHKLMA 3aKPbITa MO YMONYAHUIO, O4HAKO HEKOTOpPbIE NO/Ib30BATENM AaKTUBMPYIOT eé ana yaobctea
NCno/sib3oBaHMs B paboTe nnn yyebe;

He ucnonb3yit ny6andHbii WI-FI gns nepegaun AMYHbIX AaHHbIX, Hanpumep 414 BbIXoAa B cOUMabHble
CETU UM B 3IEKTPOHHYIO MOYTY;

Mnonb3yi TONbKO 3ameHHoe coeguHeHune Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb6-aapeca
BBOAMN UMeHHO «https://»;

B mobuabHom TenedoHe oTKAoUuM dyHKuMIo «lMogKkntoueHune K Wi-Fi asTomaTtnyeckn». He gonyckai
aBTOMaTMYECKOro NOAKAYEeHMA YCTpolicTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CETU AaKTUBHO BXOAAT B Hawy XWU3Hb, MHOIrne nroaun pa60Ta|0T N XUBYT TaM NOCTOAHHO, a B
Facebook YXe 3apermctpuposaH mmnanap YeN0oBeEK, YTO ABNAAETCA O,D,HOVI Ce,ﬂ,bMOVI BCEX XUTeneun
NNaHETHbI.

MHorune nonb3oBaTeIn He MOHUMALOT, YTO MHOPMALMSA, PasMeELLEHHAA UMW B COLLMANbHbIX CETSX,
MOMeET ObITb HalAeHa M UCNO/Ib30BaHa KEM YroA4HO, B TOM YMC/e He 0653aTenbHO ¢ 6aarumm
HaMepeHUsMHU.

OcHOBHbIe coBeTbl N0 6e30NacHOCTU B COLMANbHbBIX CETAX:
OrpaHuyb CNMCOK Apy3el. Y Teba B Apy3baAX HE AOKHO BbITb CYYANHbIX M HE3HAKOMbIX /l0AeNH;

3awMLLaii CBOO YACTHYIO KM3Hb. He yKasbiBait naponu, TenedoHbl, agpeca, AaTy TBOEMO POXKAEHUA U
OPYTYI0 IMYHY0 MHGOPMALMIO. 3/10YMbILLIEHHUKA MOTYT UCMOJ/Ib30BaTh Aaxe MHOPMaLUUIo O TOM, Kak
Tbl U TBOM POAUTENN NNAHMPYETE NPOBECTU KaHUKYIbI;

3awmiai cBo penyTaumio - AePXKN ee B YNCTOTe M 3a4aBai cebe BONpoc: xoTen bbl Tbl, YTO6bI Apyrue
No/ib30BaTeNIM BUAE/M, YTO Tbl 3arpyKaewwb? MNogyman, npexae yem 4to-To onybankoBaTb, HanNUcaTb U
3arpysuTsb;

Ecnu Tbi roeopuilb C 1104bMU, KOTOPbIX HE 3Haellb, HE MCI'IOJ'Ib3y1‘;1 CBOe€ peaslibHOE MMA U APYTyro
JTNYHYIO VIHd)OpMaLI,VIVI: MMA, MECTO XUTENTbCTBA, MeCTO y‘-IE6bI n npoyee;

M3berait pasmeleHna dotorpaduii B MHTepHETE, rae Tbl N306parkeH Ha MECTHOCTM, MO KOTOPOM MOKHO
onpeaennTb TBOE MECTOMNONOMKEHNE;



Mpu perncTpauumn B cCoLManbHOM ceT HeobXoAMMO MCNOIb30BaTh CI0XKHbIE Napo/M, COCToALLME U3
6YKB 1 LMbP M C KONIMYECTBOM 3HAKOB He MeHee 8;

Ana COLI,MBJ'IbHOﬁ CeTun, NoYTbl N Apyrmux canTos HeO6XO,£I,MMO MCNOJ1Ib30BaTb Pa3HblE NAPO/In. Toraa ecam
Tebn B3/10MatoT, TO 3/1I0YMbIWNEHHUKN NONYHaAT A0CTYyN TOJZIbKO K OAHOMY MECTY, a HE BO BCe Cpa3y.

INEeKTPOHHbIE AeHbrU

DNEKTPOHHbIE AEHbIM — 3TO OYeHb YA06HbIN cnocob naaTeei, 04HAKO CYLLECTBYIOT MOLLUEHHUKM,
KOTOpPbIE XOTAT MOMYYNTb 3TU AEHbIU.

3ﬂ6KTpOHHbIe AeHbrn noABNANCL coBCEM HEAABHO N MMEHHO MN3-3a 3TOIN0 BO MHOTUX rocyaapcreax 40
CnX NOpP He NPONMnCaHoO NPO HNX B 3aKOHaAX.

B Poccumn e OHM GYHKLMOHUPYIOT M O HUX Y3Ke NPONUCaHOo B 3aKOHe, rae UX pasaensioT Ha HEeCKObKO
BMAOB — aHOHWMHblIEe N HE aHOHMMHDbIE. Pa3HVILI,a B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbIX
paspellaeTca NpoBoANUTL onepaunn bes naeHTMdUKauum Nonb3oBaTeNa, a B HEaHOHUMHbIX
NMAeHTUPUKALNKM NOIb30BaTeNA ABAAETCA 0065A3aTe/IbHON.

TaKKe cnegyeT pas/iMyaTtb 3N1E€KTPOHHbIE PpUaTHble AeHbrM (paBHbI rOCYAapPCTBEHHbIM BaaloTam) 1
3N1EKTPOHHble HeduaTHble AeHbIM (He paBHbl FOCYAapPCTBEHHbIM Ba/lOTaM).

OcHoBHble coBeTbl No 6e3onacHoii pa60Te C 3ZIEKTPOHHbIMU AE€Hbrammu:

MpuUBAXKKU K cHETY MOBU/IbHLIN TenedoH. ITo cambiii yA0OHbIN 1 BbICTPbIM CNOCOb6 BOCCTaHOBUTbL A0OCTYN
K cyeTy. MNpuBA3aHHbI TenedoH NOMOKeT, ecan 3abyaellb CBOW NaaTeXHbIA Napoib UM 3aiiaellb Ha
CaWNT C HE3HAKOMOTO YCTPOICTBa;

Mcnonb3yii ogHopasoBble Napoaun. MNocne nepexona Ha yCUIEHHY0 aBTopu3aumio Tebe yke He byaert
YrpoXKaTb ONACHOCTb KPaXk1 WM NepexsaTta NAaTeXKHOro Napons;

Bbibepu cnoxHbiii naponb. NMpecTynHWKkam ByaeT He NPOCTO yrafaTb COXHbIMA Naponb. HagerKHble
Naponan — 3TO NAapo/n, KOTOPbIE COAEPKAT HE MeHee 8 3HAaKOB M BK/IOYAIOT B cebA CTPOUHbIe U
nponucHble B6yKBbl, LM PbI U HECKOJIBKO CUMBOJIOB, TaKME KaK 3HAK 40/1/1apa, GyHTa, BOCKINLATENbHbIV
3HaK v T.n. Hanpumep, StROng!;;

He BBOAM CBOU INYHbIE AaHHbIe HA camTax, KOTOpbIM HE AOBepAELlb.
3HEKTPOHHaﬂ no4yTta

INEeKTPOHHasA NoYTa — 3TO TEXHOJIOTUA U NPeSOoCTaBAsEMbIE €10 YC/IYTU MO NepecbiIKe U NOJTyYeHNUIo
3/IEKTPOHHbIX COOBLLEHNI, KOTOPbIE PACcCNPeAeNAOTCA B KOMMbIOTEPHOM CETHU.

O6bIYHO 3/1EKTPOHHbIN NOYTOBbLIN AWMK BbIFNAAUT cneayrolmm obpasom:
MMA_NOoNb30BaTeNA@nmaA_aoMeHa.

TaKKe Kpome nepeaaqun NPoCcToro TEKCTa, MMEeTC BO3MOKHOCTb NepeaasaTthb Gpaibl.
OcHoBHble coBeTbl N0 6e30nacHoii paboTe C 3/1eKTPOHHOM NOUTOM:

Hago BbibpaTb NpaBU/bHbIN NOYTOBbIN CEpPBUC. B MHTEpHETE ecTb OrPOMHbIN BbiIbOp 6ecnaaTHbIX
NOYTOBbIX CEPBMUCOB, OAHAKO Nyydlle AOBEPATb TEM, KOFO 3Haellb U KTO NepBblii B PEUTUHTE;



He yKa3biBali B IMYHOM NoYTe NMYHYI0 MHGopMaumto. Hanpumep, nydiwwe BbibpaTb
«My3blKanbHbIN_¢daHaT@» nam «pok2013» Bmecto «Temalld»;

Mcnonb3yii AByX3TanHyo aBTopu3aLmio. ITO KOraa NoOMMUMO Naposia HY*KHO BBOAUTb Kog, NPUCbINaembli
no SMS;

Bbibepu cnoKHbIM Naposb. A KaxKA0ro NoYTOBOro AWMKA A0/KeH ObITb CBO HaAEXKHbIN, YCTOMUYMBDIN
K B3/IOMY Napo/ib;

Ecain ecTb BO3MOXKHOCTb HAanMcaTb CAaMOMY CBOW JIMYHbIA BONPOC, UCMOJIb3Y 3TY BO3MOMKHOCTb;

Mcnonb3yii HECKO/IbKO NMOYTOBbIX AWMKOB. MepBbili 418 YaCTHOM Nepenncky c agpecataMm, KOTOPbIM Tbl
AoBepsellb. ITO 3/1eKTPOHHbIM aApec He Hago MCMOAb30BaTb NPU PerncTpaunmn Ha popymax 1 canrax;

He oTKpbiBal paiinbl U gpyrue BAOXKEHUS B MUCbMaX AaXKe eCv OHW NPULAK OT TBOUX Apy3ei. Jlyywe
YTOYHW Y HUX, OTNPABASAAN NN OHU Tebe 3K daitnbl;

Mocne oKoH4YaHMA pPaboTbl Ha MOYTOBOM CEPBUCE NMepes 3aKPbITUEM BKIaZKM C CaliTOM He 3abyab
HaXaTb Ha «BbINTUY.

KnbepbynnuHr nnm BupTtyasnbHoe usgesaTenbCcTso

KnbepbynnuHr — npecnefoBaHne coobL,EeHMAMM, COAEPIKALLMMM OCKOPBIeHNA, arpeccuio,
3anyrmBaHme; XyIMraHCTBO; colmanbHoe 6OMKOTUPOBaHME C MOMOLLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 60pbbe c KNbepbynnnHrom:

He 6pocaiica B 60i4. /lydlumii cnocob: NocoBeToBaTbCA Kak ceba BECTU M, eCIN HET TOTo, K KOMY MOKHO
06paTUTbLCA, TO BHaYasie YCNOKOUTLCA. Ecin Tbl HauHelwb 0TBeYaTb OCKOPOIEHUAMM Ha OCKOPBAEHMUA, TO
TOJIbKO elle 60/iblle pa3oKKellb KOHGJIUKT;

Ynpasnsii cBoei Kubeppenyrauueii;
AHOHMMHOCTb B CETU MHMMaA. CyIJJ,eCTByIOT crnocobbl BbIACHUTb, KTO CTOUT 3@ dHOHUMHbIM aKKayHTOM;

He cTouT BeCTU XyAnUraHCKMIt 06pas BUPTYaNbHOM KU3HU. UHTepHET pUKCMpyeT Bce TBOM AeACTBUA U
COXpaHAEeT UX. YaanuTb ux byaeT KpaiHe 3aTpyaAHUTENbHO;

Cobntogait CBOM BUPTYasbHYIO YECTb CMOJIOAY;

UrHopupyi eAnHUYHbIN HeraTue. O4HOPa30Bble OCKOPBUTE/IbHbIE COOBLLEHMA NyYlle UTHOPMPOBaTD.
O6bIYHO arpeccua NpeKpaLLaeTcs Ha HavabHOW CTaamu;

BaH arpeccopa. B nporpammax 06MeHa MrHOBEHHbIMW COOBLLLEHUAMM, B COLMATIBHBIX CETAX CTb
BO3MOXHOCTb 6/IOKMPOBKM OTNPABKM COODLLLEHNI C ONpeaeneHHbIX a4pecos;

Ecav Tbl cBngetens Km6ep6ynnMHra. Teou ,CI,GVICTBMHZ BbICTYNNTb NPOTUB NPecaenoBaTeNIA, NOKa3aTb
emy, 4To ero AEﬁCTBMH OUEHNBAKOTCA HEMATUBHO, NOOAEPHKATb KEPTBY, KOTOpOVI HY»XHa
ncnxonorn4yeckada NnoOmMollpb, COO6LLI,VITb B3pOC/ibIm O d)aKTe arpeccmMBHOro nosegeHunA B ceTu.

Mo6unbHbIii TenepoH



CoBpemeHHble cMapTdOHbI U NAAHLWETbI COAePKaT B cebe BNoHe B3poC/blit QyHKLMOHAN, U Tenepb
OHM MOTYT KOHKYPMPOBATb CO CTaLMOHAPHbIMU KOoMMbloTepamn. OLHAKO, CPeacTB 3aLuTbl A5
NoA06HbIX YCTPOMCTB NOKa O4YeHb Maso.

TecTupoBaHME M NOUCK YA3BUMOCTEN B HUX NMPOUCXOAUT He Tak MHTEHCUBHO, Kak ans MK, To e camoe
KacaeTcs U MOBUABbHBIX MPUIOKEHUN.

CoBpemMeHHble MObUAbHble Bpay3epbl yXKe NPaKTUYECKN A0rHaAU HAacTo/bHble aHaNorM, 0AHaKo
pacwmpeHne pyHKLMOHaNA BAeYeT 3a 060l 60/bLUIYIO CNOXKHOCTb M MEHbLLYIO 3aLUULLEHHOCTD.

[aneko He Bce NPOM3BOAMTENN BbIMYCKAOT 06HOB/EHWA, 3aKPbIBAOWME KPUTUYECKME YA3BUMOCTM 415
CBOMX YCTPOWCTB.

OcHOBHble coBeTbl ANA 6e3onacHoCcTU mobunbHoro TenedoHa:

Huuero He ABAsieTcA No-HacTosawemy 6ecnnaTHbIM. Byab ocToposkeH, Beab Korga Tebe npeanaratot
6ecnnaTHbIA KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKMe-TO NAaTHbIE YCAYTY;

Adyman, npexge yem otnpasuTb SMS, ¢oTo unu Buaeo. Tbl TOYHO 3HaELWb, rAe OHU ByayT B KOHEYHOM
utore?

HeobxoamMmo 06HOBAATL ONEpPaLMOHHYIO0 CUCTEMY TBOETro CMapTdOHa;
Mcnonb3yii aHTUBMPYCHbIE MPOrpammbl 418 MOBUAbHbIX TelepOHOB;

He 3arpy)+<al71 NPUNOXKEHNA OT HEN3BECTHOIO UCTOYHUKA, B€Ab OHU MOTYT COAEePHKaTb BPEAOHOCHOE
nporpammHoe O6€CI'IE‘-IEHVIE,'

Mocne Toro Kak Tbl BblAELb C CalATa, rae BBOAW/ IMYHYIO MHOPMaLMIO, 3aiaM B HACTPOMKM bpay3epa
n yaanum cookies;

Mepuoanyeckn NpoBepaAin Kakme NnaTHble YCAYrv akTMBUPOBaHbI Ha TBOEM HOMEPE;

[aBai cBoit Homep MobuabHOro TesedoHa TONIbKO /I0AAM, KOTOPbIX Tbl 3Haelb U KOMY 40BepAeLb;
Bluetooth goneH 6bITb BbIKAOYEH, KOTAa Tbl UM He Noab3yelwbca. He 3abbiBali MHOrA4a NPOBEPATL 3TO.
Online urpobl

CoBpeMeHHble OH/TAaNH-MUIPbl — 3TO KPACOYHblEe, 3aXBaTbIBalOLLME Pa3BAeYEHUA, 0O bEANHAIOLLMNE COTHU
TbICAY YeNOoBEK Mo BCemMy MUpPY. Urpoku nccneaytoT AaHHbIA UM MUP, 06LLatoTCA APYr C APYrom,
BbIMO/IHAIOT 3aZlaHWA, CPAMKAIOTCA C MOHCTPAMM M MOYYALOT ONbIT. 33 Y,0BO/IbCTBME OHU NAATAT:
NOKynatoT AUCK, ONaYMBalOT abOHEMEHT WK NPUOBPETAIOT KaKMe-To ONLUN.

Bce 3Tv cpeacTBa MAYT Ha NoAAeprKaHMe M pPa3BUTUE UIPbI, @ TaKKe Ha caMmy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aALLMM, BbIMYCKAOTCA HOBbIE NaTuM (LndpoBbIe 3anaaTku Ans
nporpammy), 3aKpblBatoTCA YA3SBUMOCTU CEPBEPOB.

B I'IOAOﬁHbIX nrpax CTounT onacaTbCA HE CTOJZIbKO CBONX CONEPHUKOB, CKOJZIbKO Kpa*Xu TBOEro napond, Ha
KOTOPOM OCHOBaHa CUCTeEMa aBTOpU3aLnn 60NbLINHCTBA urp.

OcHoBHble coBeTbl N0 6e30NacHOCTU TBOETO UrpoBoOro aKKayHrta:



Ecnv ppyroii Urpok BeseT cebs NAoXo uam co3gaeT Tebe HeNPUATHOCTU, 3abIOKMPYI ero B CMCKe
NrPOKOB;

nO)KaﬂyﬁCﬂ AOMUHUCTPATOPAM UTPbl Ha NJI0OX0E noBeaeHME 3TOro UrpokKa, Kenate/sibHO NPUAO0KUTb
KakKne-To JOoKa3aTtesibCTBa B BUAE CKPUHOB,

He yKasbliBai IMYHY0 MHPOPMaLMIo B Npodaiinie Urpsl;
YBaKal Apyrux y4acTHMKOB MO UTPE;

He ycTaHaBAuBali HeopuUManbHble NaTYM U MOAbI;
Mcnonb3yii CoXKHbIE U PasHble Napou;

[arke BO Bpems Urpbl HE CTOUT OTKAIOYATb aHTUBMPYC. MOKa Tbl UrpaeLlb, TBOM KOMMbIOTEP MOTYT
3apasuTb.

OULIKHT nan KpaXa /IMYHbIX AdHHbIX

O6bIuHOM Kpakel AeHer U AOKYMEHTOB CEroAHA Y3Ke HUKOro He yamnsufllb, HO C pa3BUTUEM UHTEPHET-
TEXHONOTUI 3N10YMbILLUNEHHUKN NePEMECTUINCL B UHTEPHET, U MPOAOAXKAIOT 3aHMMATbCA «NH0BUMbIMY
OeNoMm.

Tak noABmMaacb HOBas yrpo3a: MHTEPHET-MOLIEHHNYECTBa UAKN GULLIMHT, TNaBHaA LIe/ib KOTOPOTo COCTOUT
B NOJIYYEHMM KOHOUAEHUMANbHBIX AaHHbIX N0/b30BaTeNell — IOTMHOB U Naposiei. Ha aHraniickom
A3blKke phishing unTtaetcs Kak ¢puwmnHr (ot fishing — pbibHaa nosns, password — Naposb).

OcHoBHble coBeTbl N0 60pbbe ¢ puMHrom:

Cnepu 3a cBoMM aKKayHTom. Ecau Tbl nogo3peBaellb, YTO TBOA aHKeTa 6bina B3/10MaHa, TO HEO6XOAVIMO
3a6J'IOI-(MpOBaTb eeun COOGLLI,MTb AAMUHUCTPATOPAM pecypca 06 3TOM KaK MOXHO CKopee,;

MCI'IO/'Ib3yl‘;1 6e3onacHble 866-Cal‘;1TbI, B TOM 4yncne, MHTePHET-MarasanHoB N1 MNOUCKOBbIX CUCTEM;

Mcnonb3yii CNoKHble U pasHble Naponun. Takum 06pa3om, eciiv Tebs B3I0MatoT, TO 3/10YMbILLEHHUKM
noayyaT LOCTYN TO/IbKO K OZ4HOMY TBOeMY NPOdUIIO B CETH, @ HE KO BCEM;

Ecnu Tebs B3niomanu, To HeobxoAMMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A06aBNeHbI y
Tebs B ApYy3bsX, 0 TOM, 4TO TeBA B31OManU U, BOSMOMKHO, OT TBOEIO MMEHM ByAeT pacchinatbcA cnam u
CCbI/IKM Ha GULIMHIOBbIE CalTbl;

YcTaHoBM HageKHbil naposb (PIN) Ha MOBUAbHBLIN TenedoH;
OTK/Il0YM coXpaHeHue napona B bpaysepe;

He oTKpbIBal paiisbl U gpyrve BAOXKEHUA B MUCbMAX AaKe eCc/iv OHU NPULLK OT TBOMX Apy3ei. Jlyywe
YTOUHW Y HUX, OTNPABAAAN I OHU Tebe 3TK daibl;

Uundposasa penyrauyus



Undposan penytaums - 3T0 HeraTMBHanA UAM NO3UTUBHAA MHbOPMALMA B ceTU O Tebe.
KomnpomeTupytowwan MHGopmaLmsa pasmeLLeHHas B UHTEPHETE MOKET cepbe3HbiM 06pasom
OTPa3UTbLCA Ha TBOEK peasibHOWM KU3HMU.

«Undposan penytauma» - aTo TBOM UMUK, KOTOPbIA dopmmpyeTca n3 nHpopmaumum o Tebe B
WMHTEepHeTe.

TBOE MECTO XKUTEeNbCTBA, y‘-IE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHoCTH XapaKTepa n pacCKkasbl O
6/1M3KMX — BCE 3TO HaKan/MBaeTCs B CETW.

MHorune noApoCTKM NErKOMbICIEHHO OTHOCATCA K Ny6AMKauMM AMYHON MHPOopMaLmn B IHTepHeTe, He
NOHMMaA BO3MOXHbIX NOCNeACTBUI. Thl AaXKe He CMOXeLlb A0raaTbCa 0 TOM, YTo poTorpadus,
pasmelleHHasa 5 net Hasag, cTasia NPUYMHOM OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBoux potorpaduii n apyrue AencTBmuA MOTyT HE MCUE3HYTb Aarke nocne
TOrO, KaK Tbl MX yAanunwsb. Tbl HE 3HaELb, KTO COXPaHWUA 3Ty MHPOPMALMIO, NONana M OHa B MOUCKOBbIE
CUCTEMbI M COXPaHWAACh I OHa, a FaBHOE: YTO NOAYMatoT 0 Tebe OKpyKatoluee NoAMn, KOTopble HanayT
M yBUAAT 3T0. HaltT MHOOPMALLMIO MHOTO NIET CYCTA CMOMKET Nt060I — KaK U3 f06pbix NOBYKAEHWIA, TaK
M C HaMepeHnemM NPUIYNHNUTL Bped,. ITO MOXKET BbITb KTO YroAaHO.

OcHOBHbIe coBeTbl N0 3awuTe LUppPoBOI penyTaumnu:
Moaymain, npexxae 4em 4To-To Nyb/IMKoBaThL M NepeaasaTb y cebs B 6s10re AN B coLManbHOM CeTu;

B HacTpoiKax Npoduasa ycTaHOBM OrpaHUYeHMsA Ha NPOCMOTP TBOEro NPOdUIA U ero CoAepPKUMOro,
caenai ero TONbKO «ANA Apy3en»;

He pa3meluait 1 He yKasbiBali MHPOPMaLMIO, KOTOPAs MOMKET KOro-1Mbo ockopbaaTb nam obusKaTtb.
ABTOpPCKOEe NpaBo

CoBpemeHHble WKONbHUKW— aKTUBHbIE NONb30BaTeNN UMPPOBOro NPocTpaHcTBa. O4HaAKO AaneKo He Bce
3HAIOT, YTO NO/Ib30BaHME MHOFMMM BO3MOMKHOCTAMM LMbPOBOro mmpa TpebyeT cobatogeHna npas Ha
WHTENNIEKTYaIbHYI0 COBCTBEHHOCTD.

TepMUH «UHTENNEKTyaIbHasA COBCTBEHHOCTbY OTHOCUTCA K Pa3/INYHbIM TBOPEHUAM Ye/10BEYECKOTo YMa,
HA4YMHaA C HOBbIX M306peTeHUI U 3HAKOB, 0603HAYatOLWMX COBCTBEHHOCTb HA NPOAYKTbI U YCAYIK , U
3aKaH4YuMBaA KHUramum, d)OTOFpad)VIFIMVI, KMHOd)M}'IbMaMM n My3bIKal1beIMVI I'IpOVI3Bep,eHVIFIMM.

ABTOpPCKMe NpaBa — 3TO NpaBa Ha MHTENNEKTYaIbHYI0 COBCTBEHHOCTb Ha NPOM3BEAEHNA HAYKH,
NMTepaTypbl U UCKyCCTBa.

ABTOpCKME NpaBa BbICTYNAOT B KAYECTBE rapaHTUM TOTO, YTO MHTENIEKTYa IbHbIN/TBOPYECKMIA TPY A,
aBTOpa He byAeT HanpacHbIM, AACT eMy CpaBeaIMBbie BO3MOXKHOCTM 3apaboTaTb Ha pesy/ibTaTax
CBOEro TpyZaa, No/lyuYnTb U3BECTHOCTb U NPU3HAHME.

HuKTo 6€3 pa3peleHnAa aBTopa HE MOXKET BOCNPOMN3BOAUTDL €ro nponsseneHne, pacnpoCcTtpaHATh,
I'Iy6l'|M‘-IHO AEMOHCTPUpPOBATb, NPOAaBaTb, UMNOPTUPOBATL, MYCKATb B MPOKaT, I'ly6fll/l‘-IHO MCNOJIHATD,
I'IOKaBbIBaTb/VICI'IOﬂHﬂTb B ad)mpe nnn pasmewatb B MHTepHeTe.



Mcnonb3oBaHMe «NMUPaATCKOro» NPorpaMmmHoOro obecneyeHns moxet npmnBect K MHOTMM PUCKaM: OT
noTepn AaHHbIX K TBOMM aKKayHTam 40 6ﬂOKMpOBKM TBOEro yCTpOﬁCTBa, roe YCTaHOB}'IeHHbIﬁ HeE
neranbHaa nporpamma. He CTouT Takxe 3a6bIBaTb, YTO CyLlecTBYyeT /ierajibHble N b6ecnnatHble

NpPorpammbl, KOTOPbIE MOYKHO HANTK B CETHU.
O noprane

CGTEBM‘-IOK.pq) — TBOW rNaBHbI COBETUYMK B CETMU. 34ecb Tbl MOXKelb Y3HaTb O 6e30nacHOCTU B ceTh
NMOHATHbIM U AOCTYNHbIM A3bIKOM, a NPN BOSHUKHOBEHUUN KpMTM‘-IECKOﬁ cntyaummn 06paTMTbCFI 3a
coBeToM. A TaKKe NMPUHATDL y4aCTe B KOHKYPCaX U CTaTb CaMbIiM LI,VI(I)pOBbIM I'pa)K,CI,aHMHOM!



